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1,868 total 26 days €

Contribution activity

89
Pushed 2 commits to bacchus-snu/bacchus-snu.github.io
Pushed 3 commits to simnalamburt/snucse
Pushed 22 commits to simnalamburt/snucse.k-means
Pushed 19 commits to simnalamburt/snucse.matmul
Pushed 4 commits to simnalamburt/obj-rs

Pushed 1 commit to simnalamburt/fate
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malloc(), free()
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void *malloc(size t size);
void free(void *ptr)

e I 2 J 2o}l Hz|o| OB It 9l




malloc(), free()

o HFO[RITH A ZFS free()ol| H7|H &

void *mem = malloc(100);

free(mem) ;
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malloc(), free()

void *mem = malloc(100);

if (some_problem) {
free(mem);
return;

}

free(mem);
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malloc(100);
malloc(1000);

void *meml
void *mem2

/* oo %/

if (some_problem) {
free(meml);
free(mem2);
return;
}
VA
void *mem3 = malloc(10000);
if (another_problem) {
free(meml);
free(mem2);
free(mem3);
return;
}
A
if (yet_another problem) {
free(meml);
free(mem2);
free(mem3);
return;

}

s W)

free(meml);
free(mem2);
free(mem3);




void *meml
void *mem2

/* oo %/

malloc(100);
malloc(1000);

if (some_problem) {
free(meml);
free(mem2);
return;

}

A | ?

void *mem3 = malloc(10000); ? 2iEin'

if (another _problem) { 047\}ﬂ b
free(meml);
free(mem2);
free(mem3); «¢—
return;

}

A

if (yet_another problem) {
free(meml);
free(mem2);
free(mem3);
return;

}

s W)

free(meml);
free(mem2);
free(mem3);




void *meml
void *mem2

/* oo %/

malloc(100);
malloc(1000);

if (some_problem) {
free(meml);
free(mem2);
return;

}
VA | 9
void *mem3 = malloc(10000); ? 2iEin'
if (another _problem) { 047\}ﬂ b
free(meml);
free(mem2);

e

return;
}
A
if (yet_another problem) {
free(meml);
free(mem2);
free(mem3);
return;

}

s W)

free(meml);
free(mem2);
free(mem3);




malloc(100);
malloc(1000);

void *meml
void *mem2

/* oo %/

if (some_problem) {
free(meml);
free(mem2);
return;
}
SRRt
void *mem3 = malloc(10000);
if (another_problem) {
free(meml);
free(mem2);

F

return;
}
/X ... X/
if (yet_another problem) {
free(meml);
free(mem2);
free(mem3);
return;

}

s W)

free(meml);
free(mem2);
free(mem3);




void *meml = malloc(100);
void *mem2 = 0;
void *mem3 = 0;

if (some_problem) { goto ERROR; }

mem2 malloc(1000);

mem3

malloc(10000);

if (another_problem) { goto ERROR; }

if (yet_another_problem) { goto ERROR; }

ERROR:

free(meml); meml = O;
free(mem2); mem2 = 0;
free(mem3); mem3 = 0;



void *meml = malloc(100);
void *mem2 = 0;
void *mem3 = 0;

if (some_problem) { goto ERROR; }

mem2

malloc(1000);

mem3 = malloc(10000);

if (another_problem) { goto ERROR; }

if (yet_another_problem) { goto ERROR; }

ERROR:

free(meml); meml = O;
free(mem2); mem2 = 0;
free(mem3); mem3 = 0;

» O{15] free 7} QY 7+

« malloc(), free() 2|of| CtE 2| A
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double-free, use-after-free 9f|
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O -
void *meml = malloc(100); ¢ _|'__Z-|| UH7E:|?

void *mem2 ; 0;

void *mem3 = 0;

if (some_problem) { goto ERROR; } * malloc(), free() 2/of| CIE 2|4A
A UI-EI-O }\EH MI—Eo| |.|:|:|7

mem2 = malloc(1000); °

nem3 = malloc(10000); « double-free, use-after-free o

A QAR

» O{15] free 7} QY 7+

if (another_problem) { goto ERROR; }

if (yet_another_problem) { goto ERROR; } !== l e

ERROR:

free(meml); meml = O;
free(mem2); mem2 = 0;
free(mem3); mem3 = 0;



malloc(160); ¢ —E—Z‘” '5H 7E:|?

9;
9;

void *meml
void *mem2
void *mem3

if (some_problem) { goto ERROR; } e mallar)

|

mem? — -
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if (yet_another_problem) { goto ERROR; } - s

ERROR:

free(meml); meml = O;
free(mem2); mem2 = 0;
free(mem3); mem3 = 0;



Golden Rule

Resource Acquisition Is Initialization



C++, RAII

- 2B Y

struct raii {
raii() { hello(); }
~raii() { bye(); }
}s

int main() {
for (int a = 0; a < 10; ++a) {
raii a;

» U5 7F FrlH, FYol



}
{

int *dumb = new int(10);

auto smart

unique ptr(new int(10));
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C++ is not even close to memory safety

auto list = vector<int>();

auto& elem = 1list[0@];
list.push back(100);
cout << elem;

* Dangling reference



Case study: Firefox
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double free, user after freeZ7} 01A15| Af2|Ho]

Back to search

MFSA2014-30 Firefox: Use-after-free in TypeObject (CVE-2014-1512)

Severity cvss Published Added Modified

3]

(AVN/ACM/AUN/C:C/I.C/AC) March 17, 2014 March 18, 2014 July 20, 2014

Description

Use-after-free vulnerability in the TypeObject class in the JavaScript engine in Mozilla Firefox before 28.0, Firefox ESR 24 .x before 24.4, Thunderbird
before 24 4, and SeaMonkey before 2 25 allows remote attackers to execute arbitrary code by triggering extensive memory consumption while garbage
collection is occurring, as demonstrated by improper handling of BumpChunk objects.

Back to search

MFSA2015-18 Firefox: Double-free when using non-default memory
allocators with a zero-length XHR (CVE-2015-0828)

Severity cvss Published Added Modified
7 (AV:N/AC:MALN/C:P/I:PIAP) February 24, 2015 February 25, 2015 February 25, 2015
Description

Double free vulnerability in the nsXNLHttpRequest:: GetResponse function in Mozilla Firefox before 36.0, when a nonstandard memory allocator is
used, allows remote attackers to execute arbitrary code or cause a denial of service (heap memory corruption) via crafted JavaScript code that makes
an XMLHttpRequest call with zero bytes of data



Case study: I\/Iabinogi 2
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PickingResul tProcedure: :UpdateHovering(sim-YGameContext(), picking, skewered):
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Case study: I\/Iabinogi 2

SE 3%

PickingResul tProcedure: :UpdateHovering(sim-)GameContext(), picking, skewered):
ﬁ ' A2 b= C] A0 S2| T
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Admit 1t
C++ 1s not that good
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“To design and implement
a safe, concurrent, practical,
static systems language.”

mozilla




http://rust-lang.org

fn main() {
println!("Hello, world!");

Rust is a systems programming language
that runs blazingly fast, prevents almost all

Featuring
. zero-cost abstractions crashes™, and eliminates data races.

= move semantics

« guaranteed memory safety
= threads without data races
« trait-based generics

= pattern matching

= type inference

= minimal runtime

= efficient C bindings
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Clang C/C4++/0bjC
Frontend

LLWIA
X86 Backend

Fortran —#=| llvm-gee Frontend
—
Haskell | GHC Frontend

LLVM IR

LLWIM
Optimizer

e

LLVIM IR

LU
PowerPC Backend

LLWM
ARM Backend

—= XBE

- FPowerPC

- ARM



Clang C/C4++/0bjC

LLWIM

Faortran =

Haskell -

Frantend / X86 Backend
" e ________________a
LLVM LLVM
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Book Book GitHub Stack Overflow

Reference Reference User Forum Twitter
APl docs APl docs IRC Blog
All docs All docs Reddit Calendar

Recommended Version:
1.0.0-beta.4 (Windows installer)

Rust is a systems programming language
that runs blazingly fast, prevents almost all
crashes” and eliminates data races.

Other Downloads
Show me morel

. Y/ This code is editable and runnable!
Featuring fn main() { m
; // A simple integer calculator:
= zero-cost abstractions 7+ or -7 means add or subtract by 1

. £ 7% or T means multiply or divide by 2
» mMove semantics

let program = "+ + * - /";
u guarantEEd mem(}r‘y’ Safety let mut accumulator = a;
= threads without data races for token in program.chars() {

. ) match token {
= trait-based generics e

+' =» accumulator += 1,
. '-' =» accumulator -= 1,
= pattern matching ' _» accumulator *- 2,
. /' =» accumulator /= 2,
= type inference _ =» { /* ignore everything else */ }
- . i
« minimal runtime }
« efficient C bindings println!("The program “"{}\" calculates the value {}",

program, accumulator);

More examples



Book Book GitHub Stack Overflow
Reference Reference User Forum Twitter
ocs IRC Blog

Featu ring )5 Reddit Calendar

= Zero-cost abstractions Recommended Version:

1.0.0-beta.s (Windows installer)

: e

= guaranteed memory safety

Other Downloads

« threads without data races

i1le and runnable!
= trait-based generics =

xr calculator:

15 add or subtract by 1

. 15 multiply or divide by 2
= pattern matching .

r = 8;

= type inference am.chars () {

umulator += 1,
umulator -= 1,

= minimal runtime amilator = 2.

umulator /= 2,
ignore everything else */ }

= efficient C bindings

rram AV {F\" calculates the value {}",
P wey ACccumulator);

More examples



Book Book GitHub Stack Overflow
Reference Reference User Forum Twitter

ocs IRC Blog

Featu ring )5 Reddit Calendar

n 78 FD'CDSt a h Stracti ons Recommended Version:

1.0.0-beta.s (Windows installer)

e
tall

Other Downloads

guaranteed memory safety

th FEES without data races

i1le and runnable!
trait-based generics =

xr calculator:
15 add or subtract by 1
15 multiply or divide by 2

= pattern matching .
r = 8; ’
= type inference am.chars () {
Eumulatnr += 1,
« minimal runtime e

umulator /= 2,
ignore everything else */ }

efficient C bindings

rram AV {F\" calculates the value {}",
prooge wey @Ccumulator);

More examples



Book Book GitHub Stack Overflow
Reference Reference User Forum Twitter

ocs IRC Blog

Featu ring )5 Reddit Calendar
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guaranteed memory safety

th FEES without data races

1le

trait-based generics

xr calculator:
15 add or subtract by 1
15 multiply or divide by 2

= pattern matching
r = 8; ’
= type inference am.chars () {
Eumulatnr += 1,
« minimal runtime e

umulator /= 2,
ignore everything else */ }

efficient C bindings

rram AV {F\" calculates the value {}",
prooge wey @Ccumulator);

More examples
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Featuring

= 7Zero-cost abstractions

guaranteed memory safety

trait-based generics
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th FEES without data races

Book GitHub Stack Overflow
Reference User Forum Twitter
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Recommended Version:
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xr calculator:
15 add or subtract by 1
15 multiply or divide by 2

More examples
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 Makefile, autoconf,
cmake, ninja, ...

« £ 77 [R|OHL|H X

Rust
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e cargo

Cargo hnttps://crates.io

03 2, annotation, ...



o 7O|: p|p’ npm, gem OHL-||_I‘—'O|' El‘%7-|

[dependencies]
time = "*"
glutin = "*"
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rustdoc 7|2 LHAf

pub trait FromRawVertex {

fn process(vertices: Vec<f32x4>, normals: Vec<f32x4>, polygons: Vec<Polygon>) -> ObjResult<(Vec<Self>, Vec<ul6>)>;

pub struct Vertex {
pub position: [f32; 3],

pub normal: [f32; 3],

"glium-support”
implement_vertex!(Vertex, position, normal);

impl FromRawVertex for Vertex {
fn process(positions: Vec<f32x4>, normals: Vec<f32x4>, polygons: Vec<Polygon>) -> ObjResult<(Vec<Self>, Vec<ule>)> {
let mut vb = Vec::with_capacity(polygons.len() * 3);
let mut ib = Vec::with_capacity(polygons.len() * 3);
{

let mut cache = HashMap::new();

T e e e lox. o2 __ S RS r



rustdoc 7|2 LHAf

Crates

obj Crate obj [stability] [-] [+] [src]
nt OB] parser for Rust. It handles both .obj and .mt1l formats. GitH

use std::fs::File;
std::io0: :BufReader;

Ty R . o R TR

let input = BufReader::new(File::open("tests/fixtures/normal-cone.obj").unwrap());
let dome: Obj = load_obj (input).unwrap();

dome.vertices;
dome.indices;




rustdoc 7|2 LHAf

Modules
raw  Provides low-level API for Wavefront OB] format.

Structs §

Obj 3D model object loaded from wavefront OBJ.
Position  Vertex data type of Obj which contains only position data of a vertex.

Vertex Vertex data type of Obj which contains position and normal data of a vertex.
Traits
Conversion from RawQbj 's raw data.
Functions
load_ob] Load a wavefront OB]J file into Rust & OpenGL friendly format.
Type Definitions

ObjResult A type for results generated by load_obj and load_mt1 where the Err type is hard-wired to ObjError



C 67

e gdb, lldb, 7|7} o= MmOq =

v ¥l Thread 1
== Queus: com.apple.main-thread (serial)

0 objc_msgSend_stret

4 glutin:Window::wait_events

& glutin-bug::main
T rust_try_inner

12 start
- Thread 2

b ¥i Thread 3

b ¥i Thread 4

] 1 cocoa:appkit:id. NSEvent::locat...
2 glutin::winimpl:Window::poll_ev...
3 glutin:winimpl:Window: wait_e...

5 glutin::WaitEventshterator<'ax=.It...

- Queue: com.apple.libdispatch-manager...

N2y _SCHdy fva3c Ll SCLCL LUy LA L g

}

unsafe fn locationInWindow(self) -= NSPoint {
msg_send_stret()(self, selector("locationInWindow'))
} Thread 1: EXC_BAD_ACCESS (code=1, address=0x697 46163680}

unsafe fn modifierFlags(self) -= WNSEventModifierFlags {
msg_send( ) {self, selector("modifierFlags"))

}

unsafe fn timestamp({self) —= NSTimeInterval {
msg_send()({self, selector("timestamp™])

}
Af NOTE: renamed from *— type’ due to Rust keyword collision

unsafe fn event_typelself) —= MSEventType {
msag_send(){self, selector(“event_type"))
}

unsafe fn window(self) —= id /+ (NSWindow =) =/ {

—_———_— mm=dd Vi __aE PR N L P e | R Y

e LLVM Z|HFO|CFHL| Xcode2 & C|HHOSH £~ 9l



“Rust Once, Run Everywhere”
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22 B

|51 IRC, A} L

e #rust, #rust-gamedev, #rust-webdev, #servo, ...

® Q =
all categories » Top Categories

Topic Category Users Replies Views Activity

X Using unstable APIs? Tell us about itl
As the beta release draws closer, we're going to be pushing to stabilize a lot of the remaining APls, as 0 a _aﬁ 9 @ 144
described in an earlier post: While some big modules need to be stabilized wholesale (like i0), others are

mos. .. read more

I Welcome to the new Rust forum

This is a new place for Rust users to communicate about anything and everything related to Rust. Ask @ o . 0 0 - 27K
questions here, coordinate on project ideas, whatever you likel For discussion about the development of Rust

itself ... read more

First experience using Rust 0 1 55 1h
Support Rust, create a todobackend implementation help 0 210 3h
lllegal recursive struct type; wrap the inner value in a box to make it representable help @ @0 9 39 4h
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* Obj-rs

Wavefront OBJ
3D = A
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Any Question?

Al




